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2 MySQL Server Installation on Windows

1 Document Overview

>

Title

Summary

Software

Hardware

Skill Level
Skills Required

Acknowledgements

Download

Author: NETIKUS.NET lItd

@ n et i ku S . n et it Date: 6th Feburary 2004

Revision: 1.0

MySQL Server Installation on Windows

(for EventSentry)

MySQL Server Installation on Windows

How to install, setup and configure a MySQL installation on Windows.
Includes instructions on how to setup a database for EventSentry, also
covers the installation of Apache and PHP briefly.

MS Windows 2000 or higher
MySQL 4.0
Optional: Full or trial version of EventSentry

Not applicable, system used for this guide is Plll 977MHz with 256Mb RAM
Beginner - Intermediate

- Basic understanding of Windows NT, 2000, 2003 or XP

- Basic understanding of databases

- Knowledge of basic SQL commands (select, update, ...) beneficial but not
required

Thanks to the MySQL database team for making a great database
available for free

http://www.netikus.net/ (guides section)
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Document Details 3

2 Document Details

Overview

MySQL

Why?

This document describes how to install a MySQL database server
on Windows 2000, mainly focusing on setting up the server with the
EventSentry database and table.

The appendix also gives instructions on how to install Apache and
PHP.

This guide is also useful if you are not using EventSentry as it
covers mostly basic MySQL tasks.

MySQL is an open source relational database and can hence be
used for free. It lacks some features of commercial database, but is
an excellent solution for many needs, including EventSentry.

One of the downsides to MySQL is its lack of graphical
administration interfaces, though this seems to be improving over
time. We found the MySQL Control Center to be quite capable and
easy to use, though not as appealing as other products including the
MS Sql Enterprise manager.

This guide was written to help EventSentry customers setup a
reliable and affordable database server to store and consolidate
event log records.
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MySQL Server Installation on Windows

Setup

Download & Installation

Download

You can download the MySQL database from the MySQL website http://www.mysgl.com by clicking
on the downloads tab. Scroll down to the MySQL database server & standard clients section and
select the latest production release of MySQL, 4.0 at the time of writing.

After clicking on the link you will be taken to the download page, scroll down to locate the Windows
Downloads section and choose the first Pick A Mirror link. Now select a mirror and download the
archive. Note that you will need Winzip or a similar utility to unzip the file you just downloaded.

We also recommend downloading the MySQL Control Center from the downloads page. It's
currently in beta stage but allows you to administer your MySQL server with a graphical user
interface. We will cover both ways of administration in this guide.

Installation of MySQL Server
Unzip the setup file and execute setup.exe. You can just keep all the default options during the
installation, but you may skip the examples, libraries etc:

Select Components x|

Select the components pou want to install, clear the components
you do not want ko install.

Compaonents

v The MySAL clients and Maintenance Toolz G343 K

v The MySEL Docurmentation with different for G439 K

v Eramplez, Libraries, Includes and Script 12788 K

v The Grant Tables and Core Files B2 K. |
D ezcription

The MySOL Servers Change... |

Space Required: 4392 K.
Space Available: 4134303 K.
< Back et = Cancel

MySQL installs into c:\mysql by default which is fine for most cases, we will be referencing to this
directory in this guide. Please note that the installation does not setup MySQL to run as a service by
default.

Creating the MySQL Service

In almost all cases you will want to run the MySQL database as a Windows service so that it is always
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Setup 5

active and started automatically when the server is started. To install the service open a command
prompt and type the following commands:

cd c:\nysqgl\bin
nysqgl d-nt --install
net start nysql

and you should see

The MySQL service is starting.
The MySQ. service was started successfully.

Now the MySQL service is installed and running and we can proceed. If you are monitoring your
services with EventSentry then you should now be notified that a new service MySQL was added.

Installation of the MySQL Control Center

Simply execute setup.exe and follow the instructions on the screen. The application uses little disk
space and a restart is not required after the installation. Once installed you can launch the application
by double-clicking the MySQL Control Center icon on the desktop.

3.2  Security for root

The root user does not have a password by default which is a security risk and needs to be changed
immediately. We will change the root password from the command line using the mysqgl SQL shell.
Open the command prompt and follow the instructions in the screenshot:

MINNT system32 cmnd.exe

C:wmysglsbhin>mysgl —u root
llelcome to the MySEQL monitor. Commands end with ; op “g.
Your MySQL connection id is 2 to server version: 4.8.17-nt

Type 'help;:;* or *‘~h' for help. Type ““c’' to clear the buffer.

mysgly use mysgl

Databaze changed
zelect user.host from user;
+

k.
localhost

localhost |

]
]
]
]
]
]
i

+

in set <(A.8B6 sec>

update uszer set passuword=PASEWORDC’ complexpudhere’? where user='root’;
Query OK, 2 rows affected (B.B2 sec?
Rowsz matched: 2 Changed: 2 Warnings:

mysgl> delete from user where user='"';
Query 0K, 2 rows affected (A.82 secl

mysqgl> Flush privileges;
Query 0K, A rows affected {(A.82 secl

mysqgl» exit

o First we connect to the SQL instance as the root user by using the -u option. We do not have to
specify a password since the root user does not have a password by default.
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3.3

e Then we change the database to the built-in mysql database, that contains all usernames among
other things

e The select command here shows that four user accounts exist by default, two for the user root and
two anonymous ones.

¢ We change the password of both root user accounts (explanation for both is below) by using a
standard SQL update command. The PASSWORD() function is used to create the password hash,
just specifying the password in quotes would not work.

¢ We then remove the anonymous user account with a delete statement.

e Changes to the root user account password do not always seem to become effective immediately,
so we force this internal update by issuing the flush privileges command.

After typing exit we have successfully remove two unneeded user accounts and set a password for
the root user.

Unlike other database servers, MySQL allows you to link a database user with a hosthname. This
allows you to create different users (and hence different permissions) depending on where a user is
connecting from.

For example, by default there are two root accounts with different host values. One account has the
host value set to localhost, whereas the other has it set to % - a wildcard matching all host names.

This feature is not relevant to us right now since we set the same password for both root accounts,
but it's important and helpful to know that this feature exists. When you connect to a MySQL
database then the server will always perform a reverse lookup to match the correct username.

From now on we can no longer just type nysql -u root, but instead will need to specify the
password we have just set above by typing mysql -u root -p. The -p switch tells the application to
prompt us for the password.

CWWINNT, system32' cmd.exe

C:wmysglshindmuzgl —u poot
ERROR 1845%: Access denied for user: ‘rootl@localhost’ <Using password: NO>

C:wmysglshinmusgl —u root —p

Entel‘ paSSI,-JDl‘d: JoE-3eE-Je I JeE oo EE

Welcome to the MySQL monitor. Commands end with ; or “g.
Your MySQL connection id is 4 to server version: 4.8.17-nt
Type *‘help;’ or ““h' for help. Type **c’ to clear the buffer.

myzgl> exit
Bye

Crwmysglshin®

Data Storage

By default MySQL stores all databases in the c¢: \ nysql \ dat a directory, however in many cases you
might want to store your databases in a different location / drive. You can change the default location
by creating a configuration file and changing the datadir variable. In this example we will change the
datafile director from c: \ nysql \ data to d:\ mysqgl dat a.

Open a text editor (e.g. notepad) and create the file %syst enr oot % ny. i ni . This file should have
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the lines

[ mysql d]
dat adi r=d: \ nysql dat a

as shown in the screenshot below:

=

File Edit Format Help

[my=g1d] ~
gir=d:\mysq'l data -

data

and save this file as ¥%syst enr oot % ny. i ni . Before we restart the MySQL service however we will
need to move the contents of the current directory to the new directory, otherwise the crucial built-in
mysql database will be missing and the MySQL service will not start.

Stop the mysq| service

Create the directory d: \ nysql dat a

Move or copy all files and directories from c: \ nysql \ data to d:\ nysqgl data
Start the mysql service

PobdbpE

If you can log in through the mysql shell then the change was successful.
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4.1

Setting up a Database, Table and Users

Now that our core MySQL installation is pretty much complete we can create a separate database for
EventSentry. You can follow these steps even if you are not planning on using EventSentry to learn
the basics of creating a database, tablles and users. You can delete this database again after you
have completed the tutorial.

You can create the database, table and users either through the command-line mysql shell, or with the
MySQL Control Center. For beginners we recommend choosing the SQL shell first and then taking a
look at the control center.

In a nutshell we will have to perform the following tasks:

e Create a new database
e Create two user accounts, one to read and one to write to the database
e Create the table

1. MySOL SOL Shell

2. MySOL Control Center
MySQL SQL Shell

start the SQL shell by typing

mysgl -u root -p

Note that you will need to be in the c:\mysqgl\bin directory if you have not added the c:\mysql\bin
directory to your path. All commands shown in this chapter will need to be typed in the SQL shell.

Creating a New Database
Databases are always created with the create database command, so type

create database Event Sentry;
to create the EventSentry database.

Creating a Table for EventSentry

EventSentry comes with the file event sentry_odbc. sqgl that contains the table definition for
EventSentry. To create this table we first connect to the newly created database and then execute the
SQL file to create the table:

use Event Sentry;
source c:\programfil es\eventsentry\odbc_sanpl es\eventsentry_odbc. sql

You can always check the columns of a table by issuing the desc command followed by the table
name. To view the table we just created type

desc Event Sentry

and you should see this output:

© <2004> ... NETIKUS.NET ltd



Setting up a Database, Table and Users 9

| event nunber | int(11) | YES | | NULL | |
| eventl og | varchar(64) | YES | | NULL |
| eventtype | varchar(32) | YES | | NULL | |
| eventsource | varchar(128) | YES | | NULL | |
| eventcategory | varchar(128) | YES | | NULL |
| eventid | int(11) | YES | | NULL |
| eventuser | varchar(128) | YES | | NULL |
| eventconputer | varchar(32) | YES | | NULL | |
| eventtinme | datetine | YES | | NULL |
| eventnessage | text | YES | | NULL |
e e +o- - - - - +-- o= S S RSP +

10 rows in set (0.00 sec)

Creating Users for EventSentry
So far we have a new database and table, but the only user authorized to access this database is the
user root, the only existing user! This needs to be changed and so we create two new user accounts:

eventsentry web
eventsentry_svc

The user eventsentry_web can be used by the ASP or PHP pages to connect and query the
EventSentry database, while the eventsentry _svc user (svc = service) will be used by the various
EventSentry services to connect and write event log data to the database. We are using two user
accounts since both users will be used in different places (web server, servers) and performing
different things. This way an intruder can't write to the database if he obtains the eventsentry_web
users' password and vice versa.

We can create the users and grant the necessary permissions at the same time with the following
commands:

grant SELECT on EventSentry.* to eventsentry web identified by 'jUE42&@le" ;
grant | NSERT on EventSentry.* to eventsentry_svc identified by 'm*E6VRFF ;

That's it, we created a database, a table and the users to access the database. You can see the
whole thing in action below:

WINNT system32 . cmd.exe - mysqgl -u rookt -p

C:wmysglyvbin>mysgl —u root —p

Enter password: e

lelcome to the MySQL monitor. Commands end with ; or “Sg.o
Your MySQL connection id is 6 to server version: 4.8.17-nt

Type 'help:’ or '“h* for help. Type ‘“c* to clear the buffer.

mysigfl* create datahaze EventSentrys;
Query 0K, 1 row affected (B.B0 zecl

mysgl* use EuventSentry;

Databasze changed

mysgl» source c:sprogram filessweventszentryswodbc_samplesseventszentry_odhbc.sqgl
Query 0K, B rows affected (A.A2 sec)>

Tysql) grant SELECT on EventSentry.* to eventsentry_webh identified by ' jUE4Z2&BEde
Qﬁery QK, B rows affected (B.08 sec

myzgl>» grant INSERT on EventSentry.* to eventzentry_svuc identified by *‘m»e<EGU2FF
Qaery OK. B rows affected (8.8 sec’

mysql>
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4.2

42.1

In this chapter we are assuming that you will be running a web server to query the EventSentry
database from your web browser. You do not have to create the eventsentry web user if will not be
running a web server.

If you plan on running the web server on the same machine as the database server, then you can
make your user account setup even more secure. Instead of typing the line

grant SELECT on EventSentry.* to eventsentry web identified by
' | UE42&@le" ;

type the line

grant SELECT on EventSentry.* to eventsentry web@ ocal host identified by
'j UE42&@le" ;

MySQL Control Center

The MySQL Control Center is not (yet?) included in the setup package of the server and is still in the
beta phase. With the limited testing that we have performed we have not identified any errors or
problems so far.

1. Setting up the Control Center

2. Creating the Database and Table

3. Creating Users

Setting up the Control Center

When you start the control center you will be presented with a more or less empty interface
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il Mys0L Control Center 0.9.4-beta

Conzole Ophtions HotBeys ‘wWindow Help

=10l x|

Bl Conzole Manager

File “iew Action HotEeys

|| J& 501

MySOL Servers I

right-click here

| A Connection added successhully.

i}[sheep] Cuening MySOL Server for D atabasze [nformation.
A Connection added successhully.

‘.i‘.-'[gnata] [ueming MySOL Server for Databagze Information.

We will need to add and register our MySQL instance in the MySQL Servers window so that we can
connect and administer our server. Right-click in the white area (see screenshot above) and select
New. You will be presented with the Register Server dialog where you can - register your server! Fill

in the first four fields of the dialog as shown below (you may any Name to identify this server by) and
click the Add button once you are done.
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Wl Reaister Server

General I MuSOL Options | Databases

=10l x|

Save Optionz

M ame IM_I,ISE!L Server

Host Namellu:u:alhnst

I zer Namelru:u:ut

Pazsword Ixxxxxxxxxxx

Part |33I:IE 3:

— T able retrigval method

& SHOW TABLE STATUS

" SHOW TABLES

— O ptionz
v Use Compression
[~ Blocking Queries

[+ Completion and Syntax Highlighting

[~ Prampt for Pazsward
[T Usze azingle connection
[T Enable 551

Socket File

=

¥ Make this zerver the Default Connection

[T Mever automatically connect ta this zerver on startup

The MySQL server should then show up in the server list as shown below.

MySAL Servers

Now right-click the server and select Connect. If you specified the correct information before then you

should see a screen similar to this one:
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m MySOL Control Center 0.9.4-beta - [Console Manager] - |EI|E|
|I| Conzole Ophtions Hotkey: ‘wWindow Help - | Elﬂ
File “iew Action HotEeys
l | |55 | H A | &
1 x| MySOL Server
MySOL Servers | Froperty Walue
_@MPSQL Server Cannected Mo
(-] Databases Date Created 2004-02-05 16:23:48
;ﬁﬁewer Adrninistration Date Modified 2004-02-05 16:23:48
- 3 User Admiristration Fieldz Enclozed by '
Figlds Separated by .
Haz Syntas Highlighting and Completion Ve
Host Mame goat
Lines Terminated by i
Fart 3306
Ilzer Mame rook
Ilzing a Single Connection Mo
IJzing Blocking Quenies Mo
IJzing Compression Ve
[dzing Prampt for Pazsword Mo
Idzing 5501 Mo

| iJConnection added successfully,

iJConnection added successfully,

i,)[sheep] Cluening MySOL Server for Database Information.

i,.)[gu:uata] [uering MySCOL Server for Database Information.

iJConnection added successiully,

Y Messages A SOL Debug &

Now that the control center is setup we can continue by creating the database.

4.2.2

Creating the Database

Creating the database is quite easy, just right-click the Databases container and select New

Creating the Database and Table

Database.
Bl Create Database ed |
Enter new Databaze name:
IE'-.fentS entry
k. Cancel |
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The database should show up in the tree immediately if the database was created successfully:

Creating the Table

MySOL Servers

%MySI}L Semver

e [ atabazes

_ @ test
5----@Sewer Adminiztration

E----@Llser Adrririztration

To create the table we need to first connect to the database and then create the table. Right-click the
database name and select Connect, the database icon should appear in green and you should see a
Tables container once you are connected.

MySOL Servers

%MySDL Sermver
-5 Databases
Elﬁ EventSentry

----ﬁﬁewer Adrministration
----@User Adrninistration

Right-click the Tables container and select New Table. In the next screen you can define the table
fields, enter them as shown in the screenshot
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4.2.3

m MySQL Control Center 0.9.4-beta - [[MyS0QL Server] Editing Table ‘eventsentry’ in database ‘EventSentry'] - IEII_)Q |
|:| Console Options Hotkeys Window Help = | Eﬂﬂ |

File Edit Wiew Table Hotkeys
I ERERED
Field Name Allaw HULL Data Type

int

eventhumber

eventiog warchar

eventtype varchar

eventaource warchar

eventcategory warchar

eventid int

eventuzer warchar

eventcomputer varchar

eventtime datetime

K| <=1 =1 =0 =T =T == =0

eventmessage text

Lol i fiefie el jle jlel«

Field Properties Ilndexes | T able Properties | Alter Table Optiahs

Lenatt | |64

Drefault [

Walue |

I~ UNSIGHED I~ AUTO_INCREMENT
[~ BINARY [~ ZERDFILL

| LField Types loaded cormecty.

Y Messages

When entering the varchar fields make sure that you specify the correct length, the table specification
can be seen in the SQL Shell chapter. When you are finished click the save button in the upper left
corner and enter the appropriate table name, EventSentry, when prompted. Now close the table
window with the X in the upper right corner to return to the consoler manager.

Creating Users

So far we have a new database and table, but the only user authorized to access this database is the
user root, the only existing user! This needs to be changed and so we create two new user accounts:

eventsentry web
eventsentry_svc

The user eventsentry_web can be used by the ASP or PHP pages to connect and query the
EventSentry database, while the eventsentry _svc user (svc = service) will be used by the various
EventSentry services to connect and write event log data to the database. We are using two user
accounts since both users will be used in different places (web server, servers) and performing
different things. This way an intruder can't write to the database if he obtains the eventsentry_web
users' password and vice versa.

In the console manager double-click the User Administration container to see all user accounts on
the server. You should see different root accounts if you followed the instructions so far.
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MySOL Servers |
%MySQL Server
-3 Databases
EI@ EwventSenty
- Tables
‘... [ eventsentry
@ gl
@ hest

— A Server Adminiztration

Uszer Adm 1
- 7 roohE
- 3 root@localhost

Right-click the User Administration container and select New User to add the user
eventsentry_web. Then replicate the screenshot below where we give the user only Select

privileges on the EventSentry database. Click Add and Close.
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m MySL Control Center 0.9.4-beta - [[MySOL Server] Add - |EI|E|

|E] Console  Options  Hotkews Window  Help _|5’|3|

Usernameleventsentry_web Allow accessta S I
Host I L [ i_|Global Privileges

—— [+ ﬁeventsentr_u

-- (Il @ ryzgl

(| @test

Pazzword I
—Privileqes

[~ Al Privileges

|nzert

Ipdate

Delete

Create

Drop

Index

Alter

References
Create Temporan T ables
Lock Tables
Reload
Shutdovn
Process

File

Show Databases
Execute
Replication Client
Replication Slave
Super

[ 'with GRANT aoption

& Delete =er Add Cloze

Now repeat this process for the evensentry_svc user, only giving this user Insert privileges though,
while leaving everything else the same. That's it, we created a database, a table and the users to
access the database. You can see the whole thing in action below:
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5 Appendix

5.1  Security Tips
This chapter contains useful tips on how to secure a MySQL installation.

Changing the Service User Account

By default the MySQL service runs as the LocalSystem account which might a security problem if
your database server is connected to non-trusted network. We recommend changing the service to
run under a different user account.

1. Create a new user account, for example MySQL and give this user account no special
permissions.

2. Inthe services control panel (Administrative Tools) double-click the MySQL service and select the
Log On tab. Click on This account and select the user account you just created, then click OK.

MySOL Properties (Local Computer) il

General LogOn | Fiec-:nveryl Dependenciesl

Log on az:

" Local System account

[T Allow semvice to interact with desktop

= Thiz account; I-"~|'I'l.'r'3'3l| Browse. .. |

Ixxxxxxxxxxxxxxx

Pazgword:

Confirmn passwornd;

Ixxxxxxxxxxxxxxx

¥'ou can enable or dizable thiz zervice for the hardware profiles listed below:

Hardware Profile | Service |
Frofile 1 Enabled
Erctle | Disable |

k. I Cancel | Sy |

3. Restart the service to make the changes effective

Adjusting Access Rights on the Data File directory

We also need to change the access permissions on the directory where the data files are stored,
c:\ nmysql \ dat a by default. This directory gives everybody full permissions by default.

This directory should really only be accessible to Administrators and the MySQL user account we just
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20 MySQL Server Installation on Windows
created. Configure the access rights as shown below, giving both MySQL and Administrators FULL
ACCESS to the folder.
Generall Wwieb Sharingl Sharing Security |
Mame | Add...
ﬁ Adminigtrators [GOAT Yadminiztratars] =
€7 mysgl (GOAT\mysq) ﬂl
Permizgiong: Al Deny
Full Control O
Madify O
Fiead & Execute O
List Folder Contents O
Read O
Write O
Advanced... |
Il Allow inhernitable permizzions from parent to propagate to thiz
object
k. I Cancel Apply
Changing the default TCP port 3306
It is sometimes a good idea to change the default port MySQL is listening on for remote connections.
This can be done by adding the line
port = 9754
to the my.ini file in the [ nysql d] secion (mentioned in the Data Storage chapter of this file). You will
need to restart the service for this change to become effective. You will also need to make sure that
connections from untrusted networks, such as the Internet, are sufficiently protected with a firewall or
similar device.
Staying Up To Date
You need to apply patches and software updates as soon as they become available to avoid security
problems and worm infections. To stay informed subscribe to the low volume
MySQL Announcement mailing list.
5.2 ODBC Drivers

A common way to access databases for Windows clients (including the EventSentry agent) is to use
ODBC. Naturally, MySQL ODBC drivers are not shipped with the Windows Operating System and
must be installed manually on the clients.

© <2004> ... NETIKUS.NET ltd
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You can download the latest ODBC drivers from http://www.mysal.com/downloads/api-myodbc.html.
The installation and configuration are straightforward and do not require a reboot. The screenshot
below shows the ODBC screen of MySQL.

MySQL ODBC 3.51 Driver - DSN Configuration, ¥ersion 3.51 El

Thiz dialog helpz pou in configunng the ODBC Data Source Mame, that vou can use to
cohnect to MySOL zerser

—DSH Infarmation

Data Source Hame: |Hil=s

Drezcription: IM_I,ISE!L ODBC 3.51 Diiver DSN

—MuSGL Connection Parameters p
Hozt/Server Hame[or [P): IShEEF' \.\
Dratabaze Mame: IEventSentr_l,l M H

| zer Ieventsentry_s
PaSSWDrd Ixxxxxxxxxxx

Pt [if not 3306]; |3306

SOL command on connect: I

k. Cancel | Optiong > | Test Data Source

We recommend using AutoAdministrator if you need to roll out MySQL ODBC drivers and DSN
names to multiple machines.

5.3 Apache & PHP

When running the MySQL database then you might also want to run the Apache web server using
PHP as a scripting interpreter. Our web pages for EventSentry are available for ASP and PHP.

Apache

Download the latest version of the 1.3 series of Apache from http://httpd.apache.org/download.cqi.
Note that the 2.x series of Apache is preferrable, however PHP does not officially support the 2.x
release of Apache at the time of writing.

There are no special instructions for the installation of Apache, simply download and install the
software. Make sure that IS, if installed, is not running to avoid conflicts.

PHP

You can download the latest version of PHP from http://www.php.net/downloads.php. After installing
the software you will need to make changes to both the Apache configuration file ht t pd. conf
(usually found inthe c: \ program fi | es\ apache group\ apache\ conf directory) and the PHP
configuration file php. i ni (located in %syst enT oot %).

1. Add this line to the httpd.conf file below the other LoadModule lines:
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LoadMbdul e php4_nodul e c:/ php/ sapi/ phpdapache. di |

2. Add this line to the httpd.conf file below the ClearModuleList command (this right below the line
you just added)

AddModul e nod_php4. c

3. Add these lines to the httpd.conf file, further down below where the <I f Modul e> sections start
appearing

<| f Modul e nod_php4. c>

AddType appli cation/x-htt pd-php . php
</ | f Modul e>

4. When using the eventsentry _*.php files change the following line in the php.ini file

error_reporting E ALL; display all errors, warnings and notices

to the line

error_reporting = E_ERROR

to avoid non-critical warning messages being displayed.

5. Copy the files php4apache.dll and php4ts.dll from your php installation directory to the
Ysyst ent oot % syst enB2 directory. The former file can be found in the SAPI sub directory, the
latter should be in the main installationd directory.

6. Restart the apache service for these changes to become effective.
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